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Abstract: The aim of this work is to improve the secrecy capacity of primary users (PUs), meanwhile, spectrum utilisation and
energy efficiency are considered. the authors present a communication system model with secondary users (SUs). The SUs are
provided access to the spectrum. Also, by means of beamforming, their signals will not interfere the PUs but eavesdropper, and
the PUs' transmissions are protected. By leveraging the SUs instead of traditional jamming nodes can also make the energy
efficiency higher. They formulate the system model, signalling plan, and key enabling techniques to enhance the spectrum
efficiency and PUs' physical-layer security with SUs' participation. They provide theoretic analysis of a sum capacity
maximisation under a certain power constraint to evaluate the performance of this system. Numerical results show that the
proposed scheme not only improves PU's secrecy capacity but also enhances the spectrum utilisation.

1 Introduction
Security is a very important issue in the field of wireless
communication due to its vulnerability to eavesdropping.
Traditionally, cryptography is used to solve this problem. In recent
years, physical layer security technologies that protect
communication security through information such as channel
characteristics have received widespread attention. Wyner's
pioneering work [1] investigated the theoretical basis of this area,
which introduced the wiretap channel and demonstrated that when
the eavesdropper's channel is a degraded version of the legitimate
receiver, secret messages can be sent to the destination while
keeping the eavesdropper from getting anything about the message.
Then, in [2], Cheong and Hellman investigated the secrecy
capacity of a Gaussian wire-tap channel. Later, Csiszar and Korner
generalised Wyner's approach by considering the transmission of
secret messages over broadcast channels [3]. Recently, physical-
layer security in fading channels has been studied in [4, 5].

Basically, physical layer security and secrecy capacity are the
capacity difference between the main channel and the
eavesdropping channel. When the eavesdropping channel's
performance is better than the main channel, there is no security. If
the opposite, there is a certain amount of secrecy capacity. As a
natural extension, approaches for physical layer security have been
investigated in cooperative relaying networks [6–9]. In such a
paradigm, one or more relays generate jamming at the
eavesdropper to enhance security [10–12]. Employing jamming
nodes for jamming has also been studied [13–19]. Especially in
[18], the authors considered a scenario in which they introduced
secondary users (SUs) with a single antenna instead of relaying and
jamming nodes. Cooperation via spectrum sharing for physical
layer security in device-to-device communications underlaying
cellular networks was analysed in [19], and the main focus of this
work was on the security capacity of the user.

Unlike the aforementioned work, we not only focus on
increasing the secrecy capacity, but also on pursuing higher
spectral efficiency. To this end, this study proposes collaboration
strategies for a half-duplex two-hop multiple antennas relay system
in which the eavesdropper can wiretap the channels during both
transmission phases. Also, SUs are introduced to replace relaying

and jamming nodes. The aim of this work is to present a scheme,
which improves both physical layer security and spectrum
utilisation. To achieve our goal, we propose to build a cooperative
network. In this study, the primary users (PUs) communicate as
usual and the SUs assist PUs to forward information. Meanwhile,
the SUs communicate with each other, causing interference to
eavesdroppers, but will not affect the PUs. In this way not only can
we save the energy of jamming, but also enhance the utilisation of
spectrum. To evaluate the performance of the proposed strategy, we
formulate and tackle the problem as a sum achievable capacity
maximisation problem under a certain rate and power constraints.
Simulations are provided to verify the solution approach and
strategy performance.

The organisation of the rest paper is as follows. Section 2
describes the system model considered throughout the paper. In
Section 3, the problem formulation and solution are presented. The
performance of the proposed strategy is discussed in Section 4, and
conclusions are drawn in Section 5.

The following notations are used in the paper: ()H denotes the
Hermitian transpose. {x}+ denotes max {0, x}. Tr() is the trace
operator and I is an identity matrix of appropriate dimension.

2 System model and signalling plan
2.1 System description

As shown in Fig. 1, we consider a two-phase five-terminal relay
system composed of PUs, SUs and an eavesdropper Eve. In such a
system, considering the scenario that the eavesdropper denoted as
Eve tries to intercept signals and get the information from the
primary network. The channel conditions between the PUs may be
worse than those between PUs and Eve due to various reasons,
such as buildings blocked and long distance. In this situation, it
will be easier for Eve to get the information from the PUs. To
enhance the quality of service, the PUs can employ SUs as relays
to forward the information, as shown in Fig. 1. 

With the help of relaying PU's signal, SUs are enabled to access
the PUs' spectrum for secondary communication. Traditionally, a
cooperative jammer requiring extra energy is always taken into
account to protect the communications of PUs by generating and
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transmitting jamming signals. As mentioned above, the
eavesdropper is only aiming at the communication of PUs and the
information exchange between SUs is out of eavesdropper's
concern, which means the signals transmitted between SUs are
equivalent to jamming signals for Eve and can protect the
information security of PUs as well. Compared with the traditional
method, the advantage of introducing SUs is to achieve higher
energy and spectral efficiency.

In this study, we denote T, R as PUs and Alice, Bob as SUs, as
shown in Fig. 1. It is assumed that each terminal is equipped with
multiple antennas, and the channel state information between all
nodes can be perfectly obtained or estimated. The number of
antennas of T, R, Alice, Bob and Eve is denoted by NT, NR, NA, NB,
and NE, respectively. In order to implement the above strategy, the
PUs inform SUs to enter into this cooperation. A detailed process
of SUs' selection is omitted here since it is not the focus of this
study. After selecting Alice and Bob as partners, T and Alice–Bob
pair start a two-phase cooperation. In the first phase, T broadcasts
its signal XT ∈ ℂNT × 1, meanwhile Bob transmits its signal
XB ∈ ℂNB × 1 to Alice. The signal received by Eve and Alice is a
mixture version from T and Bob. By zero-forcing and projection
techniques, the signal XB can be nullified at R, and Alice can
separate the two signals while Eve cannot differentiate them. The
signal XB here is equivalent of interference to Eve. In the second
phase, Alice forwards the signal XT, which received in the first
phase to R and transmits the signal XA ∈ ℂNA × 1 to Bob. For the
same reason, signal XA does not affect R at all, and Eve cannot
separate the two signals. Although these two signals go through the
same channel between Alice and Bob, Bob cannot separate them
by means of projection, however, Bob can still obtain a certain
communication capacity. In this way, with the assistance of SUs,
the PUs get better quality of service. Meanwhile, Alice and Bob
obtain the opportunity for their own communication, which
improves spectrum efficiency.

2.2 Signalling plan

In the first phase, both T and Bob transmit the information signals
to Alice and R. The signal received by R, Alice and Eve can be
expressed as

Yr1 = PTHRTXT + PBHRBTBXB + Zr1, (1)

Ya = PTHATXT + PBHABTBXB + Za, (2)

Ye1 = PTHETXT + PBHEBTBXB + Ze1, (3)

where TB is the zero-forcing matrix used by Bob. Zr1 ∈ ℂNR × 1,
Za ∈ ℂNA × 1, Ze1 ∈ ℂNE × 1 are additive white Gaussian noise
(AWGN) at R, Alice and the eavesdropper with covariance δ2I,
respectively. In general, Hi j ∈ ℂNi × N j represents the channel matrix
from nodes j to i, with i, j ∈ {T , R, A, B, E}. These channel
matrices are fixed over the whole process. PT, PB are the transmit

power used at T and Bob and Tr(XTXT
H) = 1, Tr(XBXB

H) = 1. Since
the signal XB would interfere the PU R, we can design TB by zero-
forcing to make the signal completely nulled at node R [12]. Here
we can obtain the zero-forcing matrix by SVD decomposition of
the channel matrix. After SVD decomposition, the channel matrix
Hi j ∈ ℂNi × N j can be expressed as Hi j = UΣV .
V = {V1V2} ∈ ℂN j × N j. The zero-forcing matrix can be expressed as
T = {V2V1}H. As aforementioned, Alice can separate the two
signals from different nodes by projection. In this case, the signals
received in this phase can be expressed as

Yr1 = PTHRTXT + Zr1, (4)

Ya1 = PTHATXT + Za, (5)

Ya2 = PBHABTBXB + Za, (6)

Ye1 = PTHETXT + PBHEBTBXB + Ze1 . (7)

In Phase 2, Alice forwards the signal from PT by decode-and-
forward (DF) protocol. Meanwhile, Alice communicates with Bob,
therefore the received signal at R and Bob can be expressed as

Yr2 = PA1HRAXT + PA2HRATAXA + Zr2, (8)

Yb = PA1HBAXT + PA2HBATAXA + Zb . (9)

The signal that Eve received is

Ye2 = PA1HEAXT + PA2HEATAXA + Ze2, (10)

where TA is the zero-forcing matrix used by Alice. The same as
phase 1, Zr2, Zb, Ze2 are AWGN and Tr(XAXA

H) = 1. PA1 and PA2 are
the power consumed by forwarding the signal XT and
communication with Bob, respectively. As aforementioned, the
signal XA corresponds to an interference to Eve and it will not
interfere with R. Thus, the signal received at R in phase 2 is
obtained as

Yr2 = PA1HRAXT + Zr2 . (11)

3 Problem formulation and solution approach
In this section, we first discuss the SNR or SINR and capacity of
each node. Then the optimal problem of maximising the sum
capacity under certain constraints is formulated. Finally, solutions
to the problem are derived when Nt + Nb > Ne and Na > Ne.

3.1 Problem formulation

For a two-hop DF-based relay channel via maximal ratio
combining at all nodes, the mutual information between T and R
through the relay link can be written as

Fig. 1  System model
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Cs = 1
2 min {log2(1 + ΓRT + ΓRA), log2(1 + ΓAT)}, (12)

ΓRT = PTXT
HHRT

H HRTXT
δ2 , (13)

ΓRA = PA1XT
HHRA

H HRAXT
δ2 , (14)

ΓAT = PTXT
HHAT

H HATXT
δ2 (15)

and the first formula in Cs is the capacity of R and the second one
is the achievable throughput of relaying at Alice. 1

2  appears
because the transmission is divided into two phases, and Γi j is the
SNR or SINR at node i of the signal from node j. Similarly, Alice
and Bob's capacities can be written as

Ca = 1
2log2(1 + ΓAB), (16)

Cb = 1
2log2(1 + ΓBA), (17)

ΓAB = PBXB
HTB

HHAB
H HABTBXB
δ2 , (18)

ΓBA = PA2XA
HTA

HHBA
H HBATAXA

PA1XT
HHBA

H HBAXT + δ2 . (19)

Through maximal ratio combining, Eve's capacity can be expressed
as

Ce = 1
2(log2(1 + ΓEA + ΓET)), (20)

where

ΓET = PTXT
HHET

H HETXT
PBXB

HTB
HHEB

H HEBTBXB + δ2 , (21)

ΓEA = PA1XT
HHEA

H HEAXT
PA2XA

HTA
HHEA

H HEATAXA + δ2 . (22)

In this context, PU's secrecy capacity is

Cr = {Cs − Ce}+ . (23)

As mentioned before, we will consider the sum achievable capacity
maximisation problem under certain constraints to evaluate the
system performance. The power allocation leads to a trade-off in
sum achievable capacity under both global power constraints
(PT + PB ≤ P in the first phase and PA1 + PA2 ≤ P in the second
phase). In addition, every user's capacity constraints should be
considered to keep cooperation by ensuring every user's benefit.
This is an optimisation problem and we would find the optimal
power allocation.

For power allocation, the problem of maximising the sum
capacity can be written as

max
PT, PB, PA1, PA2

Cmax = Cr + Ca + Cb (24)

s . t . PT + PB ≤ P, 0 ≤ PT, PB, (25)

PA1 + PA2 ≤ P, 0 ≤ PA1, PA2, (26)

C0 ≤ Cr, (27)

C1 ≤ Ca, (28)

C2 ≤ Cb, (29)

where (25) and (26) are the power constraints. C0 is the lower limit
of secrecy capacity required by the PUs. After cooperation with
PUs, if the capacities Alice and Bob obtained no more than C1, C2,
respectively, they do not have the motivation to participate in the
cooperation and the cooperation ends.

In the above problem, obviously a larger PT in phase 1 is
beneficial for R, Eve and Alice's signal reception, however, this
will result in a lower available power of PB, which means the
interference to Eve and the capacity of Bob may be lower.
Similarly, PA1 not only affects the signal reception of Eve and R but
also affects the communication capacity of Alice and the
interference effect on Eve. As above mentioned, power changes on
each node can have an indeterminate impact on system
performance. Unfortunately, this problem appears to be a non-
convex optimisation problem in general.

3.2 Solution approach

In order to solve the optimisation problem of (24), we need to
simplify it first. As given in (12), the secrecy capacity of PUs is the
minimum throughput of signal XT obtained by Alice and R. In this
case, when the two capacities are equal, system efficiency is the
highest and there is no energy waste. In this way, (12) can be
written as

Cs = 1
2log2(1 + ΓRT + ΓRA), (30)

where

log2(1 + ΓRT + ΓRA) = log2(1 + ΓAT) . (31)

We can expand (31) as

PT
XT

HHAT
H HATXT
δ2

= PT
XT

HHRT
H HRTXT
δ2 + PA1

XT
HHRT

H HRTXT
δ2 .

(32)

Here, we denote PT as aPA1, a is a constant. Therefore, this
equation can be expressed as

aPA1
XT

HHAT
H HATXT
δ2

= aPA1
XT

HHRT
H HRTXT
δ2 + PA1

XT
HHRT

H HRTXT
δ2 .

(33)

As assumed that the quality of the channel between T and Alice is
better than that between T and R, i.e.
XT

HHRT
H HRTXT < XT

HHAT
H HATXT, we further have

a = XT
HHRT

H HRTXT
XT

HHAT
H HATXT − XT

HHRT
H HRTXT

. (34)

The problem of maximising the sum capacity can be rewritten as

max
PB, PA1, PA2

Cmax = Cr + Ca + Cb, (35)

s . t . aPA1 + PB ≤ P, 0 ≤ PA1, PB, (36)

PA1 + PA2 ≤ P, 0 ≤ PA1, PA2, (37)

C0 ≤ Cr, (38)
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C1 ≤ Ca, (39)

C2 ≤ Cb, (40)

On account of the last three constraints being complicated, even
non-convex, we would reduce these constraints by constructing the
penalty function. Then take advantage of the heuristic algorithm to
solve this problem and obtain the overall optimal solution. Here,
we use the annealing algorithm. From (38)–(40), a penalty function
can be built as

F = q( max {(C0 − Cr), 0}2

+ max {(C1 − Ca), 0}2 + max {(C2 − Cb), 0}2),
(41)

where q is the penalty coefficient, which is a positive number. The
converted problem is as follows, (36) and (37) are the domains of
power

max
PB, PA1, PA2

Cmax = Cr + Ca + Cb − F, (42)

s . t . aPA1 + PB ≤ P, 0 ≤ PA1, PB, (43)

PA1 + PA2 ≤ P, 0 ≤ PA1, PA2 . (44)

Then, we can solve this optimisation problem by the following
algorithm, which is summarised in Algorithm 1 (see Fig. 2). 

In Algorithm 1 (Fig. 2), T and t are the initial and end
temperatures, respectively. θ is the gain coefficient of q, which is
larger than 1. η here is the annealing coefficient, which is a little bit
< 1. α is the number of cycles at the same temperature. ε means the
limit of error, which is a very small positive number, in general. We
initialise PA1, PB, PA2 in the domain of power, and can obtain the
optimal solution of the problem through this algorithm.

4 Analytical and simulation results
To validate our theoretical results and proposed algorithms, we
consider a secrecy network in the presence of an eavesdropper. T,
R, Alice, Bob and Eve's coordinates are assumed to be located at
( − 0.5, 0), (0.5, 0), (0, 0), (0.5, − 0.5) and (0, − 0.5) respectively,
where distances are expressed in kilometres. We assume the path-
loss coefficient is 2, and the background noise power
δ2 = − 60 dBm at all nodes. We would examine the system
performance via Matlab simulations. In this simulation, it is
assumed that the PUs, Bob, Eve are equipped with two antennas
(NT = NR = NB = NE = 2), whereas Alice is equipped with four
antennas (Na = 4). The maximum available transmission power at
both phases is considered to be 1000 mW. C0, C1, C2 are set as
1, 0.5, 0.5 bps/Hz, respectively. On the setting of the constants of
the annealing algorithm, we set T = 100, t = 10−10, θ = 1.2,
q = 20, η = 0.98, α = 100 and ε = 0.5. The step length in the
algorithm is 10.

The relationship between the maximum communication
capacity and the forwarding power PA1 obtained by each node is
shown in Fig. 3, here we can observe that as PA1 changes, the
maximum capacity that each node changes accordingly. When the
value of PA1 is very small, the secrecy capacity obtained by the PU
cannot meet the requirement and this cooperation cannot be
established. With the increase of PA1, the secrecy capacity of the
PU gradually increases. At the same time, the SU's capacity
decreases and the maximum values of PB and PA2 also decrease.
When the PA1 increases to a certain value, the communications of
the SUs cannot effectively interfere eavesdroppers. At this time,
continuing to increase PA1 will result in the decrease of the PU's
secrecy capacity. When PA1 is very large, SUs cannot get adequate
communication capacity and the cooperation is terminated. As for
the sum capacity, it is affected by three values: Cs, Cb and Ca. The
sum capacity increases firstly and then decreases with the increase
of PA1. The circle mark in Fig. 3 is the maximum capacity point
obtained by our algorithm. 

To further verify the feasibility of the algorithm, we calculated
the classified capacity at different power P in Fig. 4. Here we
change the value of P, the actual value and the calculated value of
the maximum capacity are shown in the figure. Obviously, these
two values are very close. 

Fig. 5 shows the effect of distance on the PU's secrecy capacity.
We keep the other nodes in the same position, then we change the
location of Eve on the line of Eve and T. We can find that the
closer the two nodes are, the lower the secrecy capacity is. Since
the closer they are, the better it is for the eavesdropper's
interception. When eavesdropper is close enough to T, we even
cannot get the required secrecy capacity. 

Then, we consider the effect of the number of antennas on the
system. We examine the capacity of each node and sum capacity in
the case of Alice equipped with a different number of antennas in
Figs. 6–9. Here we can see that the more antennas, the better the
performance of the system. At the same time, with the change of
PA1, the system performance has the same trend under different
antenna numbers. Also, we can see that the number of antennas has

Fig. 2  Algorithm 1: capacity maximisation algorithm
 

Fig. 3  Capacity performance with respect to PA1
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little effect on the capacity of Bob. This is because both the
interfering signal and the useful signal for Bob are sent from Alice.
The difference between the number of antennas does not affect the
SNR of Bob. 

Finally, the performance comparison between our proposed
strategy and the traditional method realised by a jamming node are
shown in Fig. 10. It is shown that our proposed strategy has better
performance under different power constraints. From the

simulation result, we can see that the sum of capacity is about
twice that of the traditional method, which suggests the proposed
strategy can improve the energy and spectral efficiency of the
system at the same time. 

5 Concluding remarks
Obtaining secure transmission performance and high spectral
efficiency at the same time is a problem worth studying in the field

Fig. 4  Capacity performance with respect to P
 

Fig. 5  Capacity performance with respect to the distance between E–T
 

Fig. 6  Cs with respect to PA1

 

Fig. 7  Cb with respect to PA1

 

Fig. 8  Ca with respect to PA1

 

Fig. 9  Sum capacity performance with respect to PA1
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of physical layer security. In this study, different from traditional
relay communication and cooperative jamming schemes, we
propose a strategy with high spectrum utilisation, which also
ensures the security performance of the physical layer at the same
time. The main idea is to use the communication signals between
SUs as interference to eavesdroppers. In such a scenario, the PUs
gain required secrecy capacity by allowing SUs to join the
spectrum. In the meantime, SUs also get the opportunity to
communications. The collaboration between them can achieve a
win–win result, not only increases the secrecy capacity of the PUs
but also increases the utilisation rate of the spectrum.
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